
International Journal of Engineering Trends and Applications (IJETA) – Volume 6 Issue 4, Jul-Aug 2019 

ISSN: 2393-9516                          www.ijetajournal.org                                                  Page 15 

Cluster Based Secure Revocation Authentication Scheme for 

Vehicular Ad-Hoc Networks 

K.Harika [1], Dr.K.Padma Priya [2] 
M.Tech scholar [1],   Professor [2] 

Department of ECE 
Jawaharlal Nehru Technological University Kakinada 

Kakinada, Andhra Pradesh, India 
  

ABSTRACT 
Vehicular ad-hoc networks (VANETS) are under dynamic improvement, thanks to recent advances in wireless communications 
and networking technologies. The most  basic  part in VANETs is to empower message authentications among vehicles and 
roadside units. Message authentication utilizing proxy vehicles has been proposed to decrease the computational overhead of 
roadside units essentially. In this message authentication scheme, proxy vehicles that confirm numerous messages in the 
meantime improve roadside units efficiency. In this paper, first we demonstrate that the main  proxy based authentication 
scheme(PBAS) exhibited for this objective by Liu et al.cannot assurance message authenticity, and furthermore it is not safe 
against impersonation and modification attacks and false acceptance of batched invalid signatures .Next, proposed a new identity-
based message authentication scheme using proxy vehicles(ID-MAP).It should be featured that PBAS since it is matching free 
and personality based, and furthermore it does not utilize map-to-point hash capacities, yet in addition it fulfills security and 
protection prerequisites of VANETs[5]. Moreover, analysis shows that the expected time to confirm 3000 messages in ID-MAP is 
reduced by 76% compared with that of PBAS .In order to enhance the vehicles identity, a propose a cluster based secure 
communication and certificate revocation scheme is used. 
Keywords:— Proxy Vehicles, Authentication, Privacy Preserving, Vehicular Ad-Hoc Network. 

I. INTRODUCTION 

In the most recent couple of years, VANETs have been 
developed because of the advances in remote communications 
and systems  administration innovations.The VANETs are 
utilized to improve traffic security and productivity.For 
communications in VANETs,every vehicle has a remote 
specialized gadget named as an on board unit(OBU)which 
works with the IEEE 802.11p standard for remote 
communication.In VANETs,there are two sorts of 
communications worldview. One is vehicle-to-vehicle(V2V) 
and the subsequent sort is vehicle-to-infrastructure(V2I) 
communications.Due to the remote communication mode,it is 
simple for a foe to assume responsibility responsibility for 
communication connects and can change, erase and reply 
messages. Hence, the impersonation, adjustment, replay and 
man in the center assaults are not kidding dangers for 
VANETs. These dangers may prompt traffic perplexity or 
mishap. Therefore, security of transmitted messages is one of 
the principle necessities in VANETs. In expansion, protection 
of the vehicles personality must be accomplished since 
spillage of their characters may bring about genuine dangers 
for drivers since malignant elements can follow their messages 
and traveling roads for crimes. 

II. RELATED WORKS 

  Muawia Abdelmagid Elsadig and YahiaA.Fadlalla[1] gives 
the information as Vehicular Ad-hoc Networks(VANETs) are 
sought to control traffic, avoid accidents, and control other 
aspects of traffic. It(VANET) is a piece of critical 

infrastructure that bolsters traffic management efficiency and 
road safety. Nowadays, VANET applications have received a 
great deal of attention by the research community due to the 
important role that such networks can play. However, security 
in VANETs still remains a big challenge due to its nature. 
This survey papersheds some light on VANETs vulnerabilities 
and attacks. It surveys and examines some recent security 
solutions along with their achievements and limitations. As a 
result we conclude that security is the key to success for 
VANET applications, but still some critical challenges remain. 
Moreover, when designing a sufficient security solution, 
privacy preservation, productivity, and usability should be 
taken into account. Therefore, the door for future research is 
open for a lot more contributions in this field.  
                   
Kevin Daimi, Mustafa Saed, and Scott Bone [2] said  that  
inside couple of years, vehicles speaking with different 
vehicles to give data about street conditions, mishaps, flames, 
or crisis  cases, will be a reality. Vehicles will likewise 
approach the web. This paper presents staggered security 
design for vehicu   lar specially appointed 
systems(VANETs).In light of this engineering, the security 
conventions for Vehicle-to-Vehicle(V2V), Vehicle-to-
Roadside unit(V2R), and Roadside-to-Roadside unit(R2R) 
will be introduced. 
 
        P. Papadimitratos, L. Buttyan, J-P. Hubaux, F. Kargl, A. 
Kung, M. Raya  [3] provides the information as  arrangement 
of vehicular communication(VC) frameworks is unequivocally 
subject to their security and protection highlights. In this 
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paper, we propose a security design for VC. The essential 
targets of the engineering incorporate the administration of 
characters and cryptographic keys, the security of 
communication, and the reconciliation of protection improving 
advancementsThis exertion is embraced and a transversal 
undertaking giving security and protection improving 
components good with the VC advancements right now a 
work progress by all EU subsidized activities. 
 
       BoQin, Qianhong Wu Josep Domingo-Ferrer, Willy 
Susilo[4] said that Vehicular ad-hoc networks 
(VANETs),shaped by PCs installed in vehicles and the traffic 
framework ,are required to create sooner rather than later to 
improve traffic wellbeing and effectiveness. To this end, 
VANETs ought to be intended to be safe against different 
maltreatment and assaults. In this paper, first audit the current 
proposition to give security, protection, and information 
conglomeration in vehicle-to-vehicle correspondence. A lot of 
new instruments are proposed for productively overseeing 
personalities and safely compacting cryptographic observers, 
which are among the real snags to the sending of solid security 
components in VANETs.  
  
    Maryam Rajabzadeh Asaar ,Mahmoud Salmasizadeh ,Willy 
Susilo , Akbar Majidi[5]To tackle the above mentioned 
problems and have a more efficient scheme, a new identity-
based authentication scheme using proxy vehicles, ID-MAP, 
without bilinear pairings is proposed. In ID-MAP scheme, 
there are three participants. 

 Trusted Authority(TA):The TA is a confided in 
outsider which produces framework parameters and 
master public key and secret key, generates members 
secret key, preloads them into vehicles, and can 
follow vehicles from their pseudo personalities if 
there should be an occurrence of any trouble making. 

 The RSUs: The RSUs are at roadsides, communicate 
with vehicles (intermediary vehicles), can check the 
Legitimacy of got messages. Conformation of 
messages as a substitute vehicles: In this stage, an 
intermediary vehicle checks the trustworthiness and 

              Senders personalities those obtained.  

 Vehicles: These are furnished with sealed gadgets 
OBUs, and speak with one another and RSUS. 

 There are five phases in this scheme, Setup, Anonymous 
identity generation, Message generation, Verification of 
messages by proxy vehicles and Verification of proxy vehicles 
output by RSUs. The drawback in this method is malicious 
data unrevoked and certificate not issued for all participants. 
This drawback is overcome by using proposed method 
mentioned below. 

 

III. PROPOSED METHOD 
 

In order to enhance the vehicles identity, a propose a 
cluster based secure communication and certificate revocation 
scheme is used to identifies the valid certificate of the secure 
transmission of  messages that takes place by the application 
of symmetric cryptography approach, where the encryption 
and decryption of certificates may occur. In our work, NCSCR 

(New cluster based secure certificate revocation scheme) 
proposed. 

Steps of NCSCR process: 

 Initially, the hubs (vehicles) are accumulated into 
different groups and the CH (cluster head) ought to 
be chosen dependent on the trusty hubs. 

 In request to choose the CH from the group, the hub 
with least separation and most extreme trust degree 
will be chosen. 

 The capacity of CH is that it accumulates all the data 
from the bunch individuals and gatherings them in 
the groups. 

 The just messages trusted by the whole individuals 
from the bunch could be moved by the related CH, 
along these lines by approving the entire messages 
dependability. 

 
 

IV.   SIMULATION RESULTS AND 
PERFORMANCE ANALYSIS 

 
Simulation results are observed  for both existing method[5] 
and proposed method  using same parameters. Below table 
gives the information about simulation parameters for 
simulation  results. 
 

Table1: Simulation Parameters 

PARAMETER  VALUE  

Traffic pattern   CBR  

Packet Transmission rate  1000 bytes / 0.1sec  

Radio range  250m  

Packet size  1000 bytes  

Channel data rate  10Mbps  

Maximum speed  200 ms  

Simulation time  9 secs  

Number of nodes  24  

Area  1500x1500  

Routing protocol  AODV  

Routing methods  ID-MAP, CSCCR  

             

 

Figure1: Existing Solution Simulation Result [5] 
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Figure2: Proposed Solution Simulation Result 

 

Figure3: Delay Graph 

 

 

Figure4: Energy Loss Graph 

 

 

         Figure5: Throughput Graph 

 

 

Table2: Comparison of Graphical Results 

 

 

 

 

Simula
tion 
TIME 
(sec)  

ENERGY LOSS 
(J)  

THROUGHPUT 
(Mbps)  

DELAY 
(ms)  

EXISTING 
[5] 

PROPOSED EXISTING 
[5] 

PROPOSED EXISTING 
[5] 

PROPOSED 

2  0.28  0.18  0.71  0.91  0.15  0.05  

4  0.44  0.34  1.10  1.25  0.42  0.32  

6  0.62  0.52  1.41  1.61  0.75  0.65  

9  0.79  0.69  1.66  2.06  0.88  0.78  
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V.  CONCLUSION 

In this paper, proposed a new method known as NCSCR 
for vehicular systems. To demonstrate that it is secure against 
previously mentioned  assaults and it has message realness, as 
demonstrated that the assaulted hub may not lose its 
testaments in light of the fact that TA disavows all the non-
lapsed declarations of the appended hubs. In this manner, to 
keep up the protected communications among vehicles (hubs), 
symmetric cryptography approach is executed with 
authentication denial conspire. TA moves it to CH holds every 
one of the subtleties of the dynamic hubs and furthermore 
about the appended hubs. The presentation of proposed 
strategy is superior to anything existing plans in End to End 
delay, Loss proportion and Throughput .In this actualized and 
indicated practical method for VANET procedure using NS-2 
tool. 
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