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ABSTRACT

The fast-developing era of computer technology has gone through the spectacular advances in computing
storage, processing capabilities and networking technology, which have allowed the users to generate, process,
and share huge volume of information with high reliability and efficiency. The need for processing and
distribution of huge data leads to the development of cloud computing, which enables convenient, limitless, on
demand network access to a shared pool of computing resources placed at different places. Numerous users
and research organizations are now applying cloud- computing concepts for easy and efficient solutions to
their computing and data sharing needs. This chapter provides the detailed discussions on the architecture of
cloud computing, its advantages, and various potential applications in the field of Information Technology

(IT), agriculture, library and education.

Keywords: Cloud computing; virtualization; public cloud; private cloud; hybrid cloud; infrastructure as a
service; platform as a service; hardware as a service, Cloud computing is a style of computing where
adaptable and versatile information technology empowered capacities are given as an administration to

numerous outside clients utilizing Internet advances.
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I.  INTRODUCTION

Distributed storage is a backend as a help that gives
consistent versatility and dispenses with the need to
run data sets that are normally dispersed [1-3]. It is
a quick, completely oversaw administration
planned explicitly for use on the Internet.
Distributed storage has incredible constant notice
works and can along these lines be utilized in
internet based applications [4-6]. A host PC, which
is proposed to be executed in numerous projects
and to which different PCs are associated through
an organization, is known as a worker. It very well
may be a solitary PC or a progression of
interconnected PCs [7]. Worker just requirements
to give availability over an organization to different
PCs. From enormous partnerships to more modest
ventures, a worker has gotten critical and gives the
entirety of the fundamental administrations
required on an organization.

Cloud computing is an ubiquitous model where
everything that is offered to a cloud client is a
service and a useful computing model that provides
a wide range of services to users when ordering a
distributed method due to its creativity. Emerging
and developing technology of wide and medium
resilience [8]. As defined by the National Institute of
Standards and Technology (NIST), “cloud
computing” is a model that provides easy on-
demand access to a shared set of dedicated
computing resources (such as networks, servers,
storage systems, applications, and services) [10]. It
can be provided and released quickly with minimal
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administrative effort or interaction with the service
provider. " This cloud model supports accessibility
and consists of five key features, three service
models, and four implementation models [11]. The
emerging cloud summarizes the complexity of
heterogeneous infrastructure for servers, applications,
data and platforms. "

Cloud computing [8] emphasizes the widespread use
of wide area networks (WANS), the Internet, which
allow interaction between cloud service providers
and consumers. Service providers are expanding
their offerings - from basic hardware and platforms
to software services, as well as all software
applications. The logical diagram [12] of the cloud
computing mechanism is shown below. It consists
primarily of three components: infrastructure,
platform, application, and users.

In short, cloud computing is a “on-demand service”
in which resources, information, software, and other
shared equipment are provided in accordance with
customer requirements at a specific time. It usually
consists of an application, platform [13] and
infrastructure. Infrastructure is distributed by nature.
This distributed infrastructure is responsible for
providing services upon request. Services can be
from software resources (such as software as a
service or SaaS), physical resources (such as
platforms as a service or PaaS),
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hardware (such as hardware as a service or HaaS),
or infrastructure (infrastructure as a service, IAAS).

Cloud Computing

Fig 1: Cloud Computing

Il. COMPONENTS OF CLOUD

Components in the cloud relate to platforms, such as
front-end and back-end cloud delivery, and a
network that uses key cloud computing components
in a simple topology divided into 3 (three) parts:
customers, data center, and distributed servers. The
three main components have specific objectives and
roles in the implementation of cloud computing. The
concept of the three components can be described as
follows:

It is said that customers in the cloud computing
architecture are exactly the same as the old and
simple LANs. Usually computers just sit at your
desk. But they can also be laptops, tablets, mobile
phones, or PDAs, which are great engines for cloud
computing because of their mobility.

Customers interact to manage their information in
the cloud.

Components of Cloud Computing Architecture

&

Hypervisor

Fig 2: Components of cloud computing

A data center is a collection of servers that host your app.
It can be a large basement room in your building, filled
with servers around the world that you can access online.
In the IT world, the trend towards virtual server. Thus, the
software can be installed, allowing the use of multiple
instances of virtual servers. That way, you can have half a
dozen virtual servers running on a physical server.
Distributed servers are locations of servers elsewhere.
However, servers are not required to be hosted on the
same site. Servers are often geographically incompatible.
But for you, subscribers to the cloud, these servers work
as if they buzz next to each other.

Another component of cloud computing is cloud
computing for cloud applications in terms of software
architecture. So the user does not need to install and run
applications using a computer. Cloud Platform is a
computer platform service that contains hardware and
software infrastructure. They typically have specific
business applications and use PaaS services as an
infrastructure for commercial applications. Cloud storage
includes processes that provide data storage as a service.
Cloud infrastructure is the provision of computer
infrastructure as a service.

> Cloud Computing services have several
components required, namely:

a Cloud Clients, a computer or software
specifically designed for the use of cloud computing
based services.

Example :
> Mobile - Windows Mobile,
Symbian
> Thin Client - Windows Terminal Service,
CherryPal

» Thick Client - Internet Explorer,

FireFox, Chrome

b. Cloud Services, products, services and solutions
that are used and delivered real- time via internet
media.

e The 11 main categories other of cloud computing
components are as follows:

SAAS (Storage as a Service): Indicates the disk space
we use when we do not have a storage platform, and
therefore we require it as a service Database as a
service: This component acts as a direct database from
a remote server, where its functions and other functions
function as if it were the physical database on the local
machine. Information as a service. Information that can
be accessed remotely from anywhere is called
information as a service. Highlight the flexibility of
remote access to information Process as a service:
Unlike other components, this component combines
multiple resources, such as data and services. This is
mainly used in business processes, where various
services and basic information are integrated to form a
process.

Application as a service (AaaS). As the name implies,
this package is complete to access and use applications.
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This is done to connect end users to the Internet, and
users often use browsers and the Internet to access this
service. This component is the main interface for end
users.

Platform as a service (PaaS). This component manages
the entire application development process, including
creating, executing, storing, and testing a database.

Integration as a service: First of all, it is related to the
components of the application created, but must be
integrated with other applications. This helps
communicate between remote servers and local
devices.

Security as a service: Because security is what most
people expect in the cloud, this is an essential
component. 3D security principles exist on cloud
platforms.

Administration / Management as a Service (MaaS and
GaaS): This is related to cloud management such as
resource usage, virtualization, server management and
downtime.

Testing as a service (TaaS). With these components,
remote hosted applications are tested in terms of
design requirements, database functions, security
procedures, and other testing functions.

Infrastructure as a Service (laaS): This is the complete
default solution for networks, servers, software, and
hardware on cloud platforms. Users will not be able to
control the background process, but will be provided
with a fully configured system with all processes
configured for direct use.

1. INFRASTRUCTURE MODELS
OF CLOUDS

Cloud computing infrastructure models when
deployed in the cloud. First of all, cloud computing
is the practice of using a server's network.

Mobile
Applications

Storage

CLOUD
% COMPUTING @
Server m % G/ Database
cloud

Fig 3: Cloud Computing
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Located in the store, our processing and data
management department. This is different from the
local server or PC. Cloud and cloud infrastructure
models now apply to all devices, as well as
LikeStore software, servers and virtualization
software. These components are used to support the
computing requirements of the cloud computing
model. There are many options, such as public,
private and hybrid clouds, which begin with a
standard enterprise deployment deployment model
in which the type of cloud infrastructure depends on
the organization they want, on the public and

private sectors, and apart from both hybrid clouds,
individual interpretation temporarily stops when All
these clouds are as follows:

Public Clouds: are published worldwide. Public
clouds mean they are open or open to all users, and a
public cloud is available to all users. Anyone can use
this infrastructure to provide the client in a way to
reduce risks and costs. But in the public cloud
infrastructure, as a rule, all applications are mixed,
so most of them are of a virtual nature. The
advantage of a public cloud is that it can be enlarged,
minimized or ordered, and is much larger than a
private cloud. For example, most companies, such as
Amazon, Microsoft, and Google, support a public
cloud section that is public or public.

Private Cloud: In a private cloud, all servers,
machines and resources are available or supported for
a single organization or client. They cannot be used as
a public cloud, deployed locally, and the private
cloud provides relatively high security from the
public cloud. Private Cloud provides complete
control over the quality of the security and data
service that is created for a single enterprise or client.
This can be a cloud services manager, and its main
advantage is to provide a high level of control over
cloud usage.

Hybrid Cloud: A hybrid cloud is a combination of a
public cloud and a private cloud. In other words, it is
a combination of public or private cloud features. For
example, hybrid cloud is economically viable
because public cloud is economically viable, as is the
case. Some important actions can also be provided by
private cloud or hybrid cloud. It helps to provide
external supply scope upon request.

It also determines how applications are distributed
between the private and public cloud, and is effective
for small data.
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IV. LAYERS OF CLOUD
COMPUTING MODEL

oVarious Services (G2G,
628, G2E, G2C|

I sService Level Agreements

*Middle Ware Solutions
*Dathase Services
*Backup Services

eHardware (CPU)
oStorage
*Network

Fig 4: Layers of Cloud Computing

The cloud computing is comprised of three major
layers SaaS pass and laaS:

laaS -> laaS means infrastructure as a service. It
refers to the web hosting server and hardware
network equipment. The layer of cloud computing
is physical hardware. The cloud is physical and
without laaS layer both PaaS and SaaS not be
positive.

PaaS-> PaaS means platform as a service. It is the
middle layer of cloud computing and it is used for
the development by web developer programmer
and codes for creating application program
software and webtools the pass layer of the cloud is
based on the laaS layer of the cloud and it is used
to build the highest layer of the cloud SaaS
application.

SaaS-> SaaS means software-as-a-service. It is the
top most layer of the cloud. It is the vast majority of
consumer utilise. It can be accessible via computer
tablet or Smartphone.
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V. CLOUD COMPUTING BENEFITS

1. Security issues-

Security risks of cloud computing have become the
top concern in 2018 as 77% of respondents stated in
the referred survey. For the longest time, the lack of
resources/expertise was the number one voiced cloud
challenge. In 2018 however, security inched ahead.

2. Cost management and containment-

The next part of our cloud computing risks list
involves costs. For the most part cloud computing
can save businesses money. In the cloud, an
organization can easily ramp up its processing
capabilities without making large investments in new
hardware. Businesses can instead access extra
processing through pay-as-you-go models from
public cloud providers. However, the on-demand and
scalable nature of cloud computing services make it
sometimes difficult to define and predict quantities
and costs.

3. Lack of resources/expertise-

“The success of cloud adoption and migrations
comes down to your people—

ind the investments you make in a talent
transformation program. Until you focus on the #1
bottleneck to the flow of cloud adoption,
improvements made anywhere else are an illusion.”

4. Governance/Control-

There are many challenges facing cloud computing
and governance/control is in place number 4. Proper
IT governance should ensure IT assets are
implemented and used according to agreed-upon
policies and procedures; ensure that these assets are
properly controlled and maintained, and ensure that
these assets are supporting your organization’s
strategy and business goals.

5. Compliance-

One of the risks of cloud computing is facing today
is compliance. That is an issue for anyone using
backup services or cloud storage. Every time a
company moves data from the internal storage to a
cloud, it is faced with being compliant with industry
regulations and laws. For example, healthcare
organizations in the USA have to comply with
HIPAA  (Health Insurance Portability and
Accountability Act of
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1996), public retail companies have to comply with
SOX (Sarbanes-Oxley Act of 2002) and PCI DSS
(Payment Card Industry Data Security Standard).

6. Managing multiple clouds-

Challenges facing cloud computing haven’t just
been concentrated in one, single cloud.The state of
multi-cloud has grown exponentially in recent years.
Companies are shifting or combining public and
private clouds and, as mentioned earlier, tech giants
like Alibaba and Amazon are leading the way.

7. Performance-

When a business moves to the cloud it becomes
dependent on the service providers. The next
prominent challenges of moving to cloud computing
expand on this partnership. Nevertheless, this
partnership  often  provides businesses  with
innovative technologies they wouldn’t otherwise be
able to access. On the other hand, the performance
of the organization’s BI and other cloud-based
systems is also tied to the performance of the cloud
provider when it falters. When your provider is
down, you are also down.

8. Building a private cloud-

Although building a private cloud isn’t a top priority
for many organizations, for those who are likely to
implement such a solution, it quickly becomes one
of the main challenges facing cloud computing —
private solutions should be carefully addressed.

9. Segmented usage and adoption-

Most organizations did not have a robust cloud
adoption strategy in place when they started to
move to the cloud. Instead, ad- hoc strategies
sprouted by several components. One of them was
the speed of cloud adoption. Another one was the
staggered expiration of data centre
contracts/equipment, which led to intermittent
cloud migration.

VI. CHALLENGES OF CLOUD
COMPUTING

Data
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Fig 5: Challenges in Cloud
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1. Efficiency / cost reduction-

By using cloud infrastructure, you don’t have to
spend huge amounts of money on purchasing and
maintaining equipment. This drastically reduces
capex costs. You don’t have to invest in hardware,
facilities, utilities, or building out a large data centre
to grow your business. You do not even need large
IT teams to handle your cloud data centre
operations, as you can enjoy the expertise of your
cloud provider’s staff.

2. Data security-

One of the major concerns of every business,
regardless of size and industry, is the security of its
data. Data breaches and other cybercrimes can
devastate a company’s revenue, customer loyalty and
brand positioning.Cloud offers many advanced
security features that guarantee that data is securely
stored and handled.

3. Scalability-

Different companies have different IT needs — a
large enterprise of 1000+ employees won’t have the
same IT requirements as a start-up.Using cloud is a
great solution because it enables enterprise to
efficiently and quickly scale up/down their IT
departments, according to business demands.

Cloud based solutions are ideal for businesses with
growing or fluctuating bandwidth demands. If your
business demands increase, you can easily increase
your cloud capacity without having to invest in
physical infrastructure. This level of agility can give
businesses using cloud computing a real advantage
over competitors.

4. Mobility-

Cloud computing allows mobile access to corporate
data via smartphones and devices, which is a great
way to ensure that no one is ever left out of the loop.
Staff with busy schedules, or who live a long way
away from the corporate office, can use this feature
to keep instantly up-to-date with clients and co-
workers.

5. Disaster recovery-

Data loss is a major concern for all organizations,
along with data security. Storing your data in the
cloud guarantees that data is always available, even
if your equipment like laptops or PCs, is damaged.
Cloud-based services provide quick data recovery
for all kinds of emergency scenarios — from natural
disasters to power outages.

6. Control-

Having control over sensitive data is vital to any
company. You never know what can happen if a
document gets into the wrong hands, even if it’s just
the hands of an untrained employee.

Page 40



http://www.ijetajournal.org/

International Journal of Engineering Trends and Applications (IJETA) — Volume 8 Issue 4, Jul-Aug 2021

VII.

ISSN: 2393-9516

FUTURE APPLICATION

1. Increase Storage Capacity-

Today, data is generating in a high volume and it’s
difficult to store it with security. Most of the
companies require a place where they can securely
store their data. So many businesses are adopting
cloud computing and it has been predicted that the
Cloud providers will provide more data centres at a
lower price as there is a large competition between
them. With the help of the more in your company
will be able to store the data.

2. Enhanced Performance of Internet-

With the help of the Internet of Things, the quality
of the internet can be increased. With the help of the
IOT and Cloud Computing, we can store data in the
cloud, for further analyse & provide enhanced
performance. The users expect high-quality fast-
loading services and application. The network
provided will be faster and the ability to receive and
deliver that data will be quick.

3. Modular Software Will Be Priority-

The size of an individual program along with the
complexity is increasing regularly. This leads to the
fact that Cloud technology will soon require
advance system thinking. We can see software
development from many angles because in the future
applications will store in places other than the cloud.
This application will store on different modules, on
servers of different Cloud Service.

This can also reduce the cost of software as placing
components of the program on different storage is
economical.

4, Internet of Things Along with Cloud
Computing-

The internet of things is also one of the leading
Technology is it comes with continuous innovation
in real time Data Analytics and cloud computing.
There are many machine-to-machine
communication, data, and process occurring. We
can do it easily with the help of cloud computing.

5. Data Shows How Future Changes-

The cloud computing market is growing at

22.8 percent and will exceed $127.5 after 2018. By
2018, 62% of all CRM software will be cloud-
based. Moreover, 30% of all application spending
is for software as a service based applications.

6. Improvement in Cloud Services-

Cloud Computing includes: Infrastructure as a
service platform as a service software as a service

With  this service, we can  achieve our
desired goals. There are many researchers which
have proved that Cloud Computing will be one of
the leading technologies in the future as the
software as a service solution will account for more
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than 60% of the workload. It also has been predicted
that the platform as a service and infrastructure as a
service will increase gradually as it has been used in
most of the organizations. Cloud Computing is user-
friendly and is compatible for both new as well as
old organizations.

7. Security

The data which are stored in the cloud is secure but
not fully. The small companies which are providing
cloud services may or may not provide proper
security to the data. So in the future, we can prevent
from cyber attacks by providing better security. The
cloud providers provide better security measures
opening balance ways to prevent cyber attacks.

8. Modular Software-

Companies are using much software, which is yet to
modify. This leads to the fact that cloud computing
requires modified software, which will provide better
security and facilities. This software will be more
user-friendly and flexible to use. One of the major
advantages of this software will be that it will save
the overall cost as well as time [17]. We can see from
the below graph, companies providing services and
software are also improving.

9. Economic-

If cloud computing will continue to evolve the use
of hardware will be less as most of the work will
be done with the help of cloud computing and
virtualization. We can save the setup cost of
software by dividing it and this will lead to
decreasing the use of hardware. If the evolution
continues the data stored in the cloud will get
analysed with the help of a machine and it won’t
require any human help.

(Vi &
Future of
Cloud Computing

{oT Along With
Cloud Computing

ﬁﬁﬁmwm

9 Be Py in Cloud Services

Fig 6: Future of cloud computing
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VIII. SUMMARY OF FUTURE OF
CLOUD COMPUTING

Businesses nowadays are seeking innovative ways
to grow and accomplish their business goals. With
the help of cloud computing, this business will
keep on growing in the future. Cloud computing is
powerful and expansive and will continue to grow
in the future and provide many benefits. Cloud
computing is extremely cost-effective and
companies can use it for their growth. The future of
cloud computing is bright and will provide benefits
to both the host and the customer. One should keep
in mind that the owner of the company should be
familiar with the latest development taking place in
Cloud technology.

IX. REVIEW

The literature identifies three different broad service
models for cloud computing:

(@) software as a service where applications are
hosted and delivered online via a web browser
offering traditional desktop functionally. For
example Google Docs Gmail and MySAP. (b)
Platform as a service where the cloud provides the
software platform for systems. The best current
example being the Google App Engine. (c)
infrastructure as a service where a set of virtualized
computing resources as a storage and computing
capacity are hosted in the cloud.

X.  CONCLUSION

In this article a number of approaches to cloud
computing are pointed out along with its
architectural model. | has been seen that after so
many years, cloud computing today is the beginning
of “network based distribute computing” and is
regarded as the technology of this decade. This
paper also describes various advantages and
challenges of cloud computing. In the same time
various applications of cloud computing in the area
of information technology, agriculture, library and
education are outlined.
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